REPUBLIC OF POLAND
MINISTRY OF FINANCE

INFORMATION
of the

General Inspector of Financial Information

on the execution of the Act of 16 November 2000
on Counteracting Introduction into Financial Circulation of Property
Values Derived from lllegal or Undisclosed Sources
and on Counteracting the Financing of Terrorism
in 2007

Warsaw, March 2008



CONTENTS

1. SUSPICIOUS TRANSACTIONS......ottiiiiiiiiis sttt eeeeeeaeaaaaeasaa s s s s sssnneseeeeeaaeaeeas 3
1.1. NOUTICAtIONS FECEIVEM ......ceiiiiiiiitt et s e s e e e e e e e e e e e e e et eeeteaabbb s mnaaatsass e e e e e e e eeaeeeeeas 3
1.2. Analytical proceedings and their re@SUIS ..o ..o eiiiiiiieeee e 6
1.3. Basic direCtions Of @NAIYSES .......cooieeiiiie e 9
1.4. Methodology of money lauNAering ........cccceeeuuriiiiiiee e 12
1.5. INfOrmation @XCRANGE........uuiiiiiii ettt ee e e e e e e e e e e eeeeena s 13

2. ABOVE-THRESHOLD TRANSACTIONS......ctttiiiiiiaieeiiiiiiiiiiir et e e e e e e e e 15

3. COUNTERACTING THE FINANCING OF TERRORISM ....ccccooviiiiiiiiiiiiiciiieeeee 18

4. CONTROL ACTIONS . ...ttt ettt e e e e e s bbb e e 18
4.1. Controls carried OUt DY GIFL...........u e 19
4.2. Controls carried out by supervising authoBItie...........coooeeeeeiiiiieeeeeee e 21

5. CO-OPERATION WITH THE OBLIGATED INSTITUTIONS ANBCO-OPERATING

8\ PP PPPPPPPPPPPPP 21
5.1. Explanation on the application of legal PraMis ...............eceiiiiiiiieiiiiiieeeeeeee 22
o N = 1111 o = T 1Y/ P 22

5.2.0. E-lCAIMING ..veitiiiieeee ettt e ettt e a e e 22
5.3. Conferences, seminars and symposia with thieipation of GIFI......................ccc... 23

6. INTERNATIONAL CO-OPERATION ...cciiitiiieie e ettt e e e e e e e st eeeeeaeees e 24
6.1. Co-operation with the European COMMISSION . .vvvvvevrrrriiiiiiiiiieeeeeeeeeeereeeeeeeeneene 24
6.2. MONEYVAL COMMITEEE ....uuiiieiii ettt e e e e e e e e e e e eeeee e e eeeeeeeeseeennnnes 25
6.2. Co-operation with international 0rganiSatioNS ............uuueiiiiiiieeeeeeeeeeeeeeveeeeeeeeeeeeeenns 25

6.2.1. EQMONT GIOUP ....iiiiiiiiie e ettt eee e e ettt e e e e ettt e e e e e eeent s e e e eeennnmssnneeeeeenes 25
6.2.2. Financial Action Task Force on Money Laume(FATF) .........ccoovvvvivviiinnnnns 26
6.2.3. Eurasian Group on combating money laundéBAgs) ..............cooevvvivvinincnnnnn. 26
6.2.4. Strengthening of GIFI position in the region.............cccccceeiiiiiieeeeeeeeee 27
6.3. Bilateral CO-0PEIatiON .. ... .. ettt a e e e e e 27
6.3.1. Exchange of information with foreign finaaldntelligence units...................... 27
6.3.2. Agreements 0N CO-OPEIALION ..........ummmmmmmieeiiiieieiiiiiiniiiaaaa e e e e e e e e e e eeaeeeeaaaaaas 28
6.4. Execution of the assistance agreement conttiwith the United States...................... 8..2

7. LEGISLATIVE ACTIONS ... .uuitiiiiiiiiiiiiiets e e e e e e e e e e s s s e s ssssssseseaeeeeeeeeeeeaaanaessnsssssessssneeees 29
7.1 AMENAMENT T0 TIACT......eeiiiiiiiiii e eeae s 29
A O 1 a1 - Tex 1o I PRSPPI 30
AR T 1 =T TS 1T PP PP P PP 30



1. SUSPICIOUS TRANSACTIONS

The major tasks of the General Inspector of Firednaiformation (GIFI) resulting from the
provisions of theAct of 16 November 2000 on Counteracting Introductioto iFinancial
Circulation of Property Values Derived from lllegar Undisclosed Sources and on
Counteracting the Financing of Terroris(me. Journal of Laws 2003, No 153, item 1505 as
amended, hereinafter referred to as #el), include justifying or negating the suspicion of
money laundering or financing of terrorism by asalg the course of transactions GIFI
found suspicious. Should the suspicion be authateti; a proper notification shall be sent to
a competent public prosecutor’s office. GIFI maynded that the transaction be suspended or

the account be blocked.

1.1. Notifications received

In 2007 the Financial Information Department (oigational unit within the Ministry of

Finance with the help of which GIFI performs itgutatory tasks) received 1 920 descriptive
notifications on suspicious transactions. The comifeature of these notifications is that they
include several, a dozen or so and sometimes exaemrad hundred of transactions that in the
opinion of the reporting organisation illustratedaauthenticate the suspicion of money
laundering. They also include other data and docdsnhat may contribute to the increased
effectiveness of the proceedings (e.g. accounbiyisbank account agreement, signature

specimen card, copies of documents that were wsepen accounts).

Table 1 — Number of notifications received in the @riod between July 2001 and 2007

Source of notifications As sz\];l)i 2002| 2003| 2004 2005/ 2006 2007
Obligated institutions 102 358 739 860 1011| 1351 1244
Co-operating units 115 237 211 521 500 530 648
Other sources M 19 15 16 15 17 28
Total 231 614 965| 1397| 1526 1898 1920




In 2007, the number of notifications received friime obligated institutions decreased (by
8.6%), but at the same time the number of notibeet received from the co-operating units
increased (by 22.2%).

Chart 1 — Descriptive natifications by sending enties
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Most notifications received in 2007 from the obteghinstitutions were sent by the banks.

Table 2 — Division of notifications from the obligaed institutions by institution type

Type of institution N.u.mb(.ar of Share (in %)
notifications
Banks 1193 95.90%
Co-operative savings and credit unions 25 2.01%
Brokerage houses 12 0.96%
Entities representing legal professions 6 0.48%
Leasing entities 4 0.32%
Insurance companies 3 0.24%
Competent auditor 1 0.08%
Total 1244 100.00%




It should be noted however that over half of thecdptive notifications received from the banks

(precisely 52%), came from only 5 banks:

- Bank BPH S.A.

- Bank Zachodni WBK S.A.
- Bank PEKAO S.A.

- Bank Millennium S.A.

- Euro Bank S.A.

Despite the provisions of Article 106a section ltle Banking Law Act of 29 August 1997
(uniform text: Journal of Law=2002, No 72, item 665 with subsequent amendments),
obligating the banks to transmit the informatiorthe police or public prosecutor’s office in
the case of a justified suspicion that their openat are used for criminal activity not related
to money laundering or financing terrorism, amohg &bovementioned notifications, there
were still some notifications with the informatiordicating the suspicion of committing other
crimes than the abovementioned (e.g. specifiedrtitlds 270 or 297 of th€riminal Code

i.e. crimes against credibility of documents oramfing loans under false pretences).

While further improvement in the quality of not#ittons sent by the obligated institutions and
co-operating units this year to GIFI could be ofbedr there were still some notifications

whose quality with regard to the information con& was unsatisfactory.

In the case of information on suspicious transasti@ceived from the obligated institutions,
the irregularities consist in lack of detailed as&é of the transmitted information on
transactions and their connections. As regardénfioemation received from the co-operating
units, no indication of justification, includingezhents indicating that the crime under Article

299 of theCriminal Codewas committed, constitutes the most frequent uliagy.

Some banks invariably send thoroughly analysed rimédion on transactions, which
facilitates fast preparation by GIFI of notification suspicion of committing the crime under
Article 299 of theCriminal Code which is subsequently submitted to the locallynpetent
unit of the public prosecutor’s office.

Another category of notifications sent by the osleyl institutions consist in the information
on single suspicious transactions sent in the releict form. In 2007, GIFI received in the
electronic form 16 195 transactions labelled by dbégated institutions as suspicious. As a
result of the actions taken, 10 776 transactiongwaalysed. As much as 96% referred to the
received descriptive notifications. Within 16 newabtical proceedings, 55 suspicious



transactions and 695 related above-threshold tcinsa (over EUR 15 000) were qualified

to further analysis.

As for the notifications submitted by the co-opergtunits, most of them were sent in 2007
by the Agricultural Property Agency and fiscal offs, i.e. a total of 69% of the overall

number of the notifications received.

Table 3 — Division of notifications from the co-opeating units by unit type

Co-operating unit Number of notifications Share (in %)
Agricultural Property Agency 231 35.65%
Fiscal offices 218 33.64%
National Bank of Poland 76 11.73%
Customs authorities 47 7.25%
Fiscal control offices 45 6.94%
Local administration units 15 2.31%
Law enforcement authorities 12 1.85%
Government administration units 4 0.62%
Total 648 100.00%

The abovementioned notifications did not alwaysceon suspicions on introduction into
financial circulation of property values derivedorfr illegal or undisclosed sources.
Sometimes it was even explicitly stated that thveeee no premises indicating the possibility
of money laundering. In many cases GIFI was notcttrapetent authority for analysing the
information received, e.g. information on ineffeetmess of executory proceedings conducted
by relevant authorities has no relation to the lstguy tasks of GIFI.

There were also the cases of informing about tispision of committing other crimes than
those specified in Article 299 of tieriminal Code however GIFI was also informed about

the fact of simultaneously sending the notificatiorthe public prosecutor’s office.

1.2. Analytical proceedings and their results

As a result of the information received in 2007¢ tkeeneral Inspector of Financial

Information:

— initiated 1 358 analytical proceedings



— demanded suspension of 1 transaction for the amounf PLN 230,000
— demanded blockade of 97 accountsonnected with suspicious financial transactions
for the amount of app. PLN 30M (and from their own initiative demanded

blockade of 58 accounts for the amount of app. PLNM.1M).

The initiated analytical proceedings concerneddlewing risk areas, among others:

- illegal or fictitious trade: fuels, scrap metal 65lproceedings,

trade in funds most probably originating from fraardobtained under false pretences
-122,

— trade in funds probably originating from unauthedsccess to bank accounts — 14,

- transactions of non-residents — 46,

— transfers of money abroad,

— transfers of money from business entities (suspiofdictitious invoicing),

— transfer of money related to trading in securigdsitted/ not admitted to trading in
the public market,

— transfer of real estate related funds.

In comparison to the previous years, the tool @baat blockade was most commonly used;
it consists in temporal blockade of using all pmyealues collected in the account while

maintaining the possibility of their accumulatiortwincoming funds (see Table 4).

GIFI, on their own initiative, transmitted to theligated institutions (without previous
notification) a written demand of blockade of 5&@ants for the amount of app. PLN 7.1M.

The analytical proceedings conducted formed theslbassuch demand.

It should be noted that the amounts of funds blddkehe account are approximate as during
the blockade imposed by GIFI the funds may be paiol the accounts but they cannot be

withdrawn.

As a result of the analyses 190 notificationsn suspicion of committing the crime as
defined in Article 299 of th&€riminal Codeconcerning 440 entitiesandtransactions for

the amount of PLN 775M were submitted to the publigprosecutor’s office



Table 4 — Results of analyses

Breakdown 2001 2002 2003 2004 2005 2006 2007

Notifications to the public

prosecutor’s office under

] o 20 104 152 148 175 198 190
Article 299 of the Criminal
Code
Suspension of transactions 1 26 20 5 5 4 1
(in M PLN) (app. 37) (app. 2.6) (app. 1.6) (app. 6.4) (app. 0.23
Blockade of account - - 8 13 34 92 97
(in M PLN) (app. 22) (app. 12) (app. 36) (app.41.6) (app.30

In connection to the notifications submitted by Gi- 2007, the public prosecutor’s office

informed — as at 15 January 2008 — on the issuainte following decisions:

116 decisions on initiating preparatory proceedings

17 concluded preparatory proceedings — on the basisf filing indictments to
courts against 109 persons

8 decisions on discontinuance of preparatory pmicoge and 5 on resuming
discontinued investigations (as regards the dewsion discontinuance of the
investigation, GIFI is not entitled to appeal, undeticle 306 81 of theCriminal
Proceedings Code The major causes for discontinuance of the @dicgs were:
inability to define predicate offencihat constituted the source of property values
introduced into financial circulation. Despite tii@ct that some of the criminal
proceedings conducted on the basis of notificatisabmitted by GIFI were
discontinued, in some cases charges other thanymamederingvere presented,;

3 refusals to initiate proceedings (in 2 casessadfuto initiate the proceedings
referred to additional information sent under Agi81 of theAct to the proceedings
conducted by the notification of GIFI, that the palprosecutor’'s office did not

gualify as these proceedings).



According to the data sent by the Ministry of Justtoncerning all proceedings conducted in
2007, the following decisions were issued last ywathe public prosecutor’s office in the
cases on money laundering:
— 296 initiated cases concerning 1436 persouns ¢f which 176 cases on the basis of
the information received from GIFI);
— submitted 82 indictments to court against 288 persts,
— concluded 63 preparatory proceedings with the dmtison investigation
discontinuance and 6 proceedings with the decisionthe refusal to initiate
investigation;

— suspended 57 preparatory proceedings.

The total value of the secured propertyin cases initiated in 2007 (in PLN and other

currencieswas the equivalent of app. PLN 40.5M

Meanwhile, the data concerning verdict in the molaydering cases indicate that in 2007

the courts of first instance passed 36 guilty verdts (55 convicted persons).

Apart from the notifications submitted to the puabtirosecutor’s office, on the basis of the
conducted analytical proceedings, GIFI transmi®&ditems of information on suspicious
transactions, inclusive of 22 to the Internal Seggukgency, 14 to Fiscal Control Offices and

1 to the Polish Financial Supervision Authority.

Whereas acting pursuant to the Article 15b ofAlse GIFI sent 48 motions to tax offices and
fiscal control offices concerning examination of flegal origin of particular property values,

in order to clarify their origin.
1.3. Basic directions of analyses

Scrap metal cases

The Department of Financial Information receivesenand more notifications on suspicious
transactions concerning trading in scrap metal r@agiclable waste. Funds originating from
such illegal activity are subsequently introducetdb ifinancial circulation. The scope of this
phenomenon is increasing which can be seen inuh#ar of scrap metal cases initiated by
GIFI and the total value of suspicious transactiabsut which GIFI notified the public

prosecutor’s office.



Results of the conducted analytical proceedings@aing transactions of scrap metal trade
and recyclable waste reveal the phenomenon of lettaly networks of businesses for the
purpose of transferring financial resources thdinalised by the withdrawal of cash. The
typical phenomena included:
— establishment othell companiesvhose sole purpose of existence is to register an
enterprise and open a bank account in one or déhaatks,
— developing high level of turnover immediately afténe establishment, while
registering low level of income,
— short life-span of the these enterprises,
— recruitment of enterprise owners among person&of bw income or unemployed,
— withdrawal of financial resources immediately atfeey are paid into the proper bank
account.
Principles of operation are similar as wifnel cases.The accounts used work as
distributive/final accountsBy withdrawal of cashfigureheadsare the final element of the
transfer of funds.

In 2007, 69scrap metakcases were initiated and 49 notifications on sugpiof committing

the crime as defined in Article 299 of ti@riminal Code (covering 104 entities) were
submitted to the public prosecutor’s office. Thareated value of transactions in these cases
amounted to PLN 266.3M.

Fuel cases

Just as in recent years, the Department of Finkihdiermation received notifications on
suspicious transactions concerning the flow of fuodnnected with factual or fictitious trade
in fuels and components necessary for the produtkiereof. The scale of this phenomenon

is still large, despite actions undertaken by thegetent authorities.

The characteristic features of thgel casesare still, as in the case of scrap metal cases,
developed networks of interlinked businesses —omes cases over 200 entities — which
despite being identified and despite the fact ti@tfications were submitted to the public

prosecutor’s office, are being reconstructed atabéish new links.

In the majority of cases each subsequent enti@yse-called shell companin exchange for

small financial benefits natural persorigfreheads, dummigsgree to use their personal
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data to register a new enterprise, and to openn& bacount further used to launder the

money.

As the conducted analyses prove and indictmentsepted by the public prosecutor’s office
stipulate, such persons receive financial benefitapproximately PLN 500 — 2000 for
registering an enterprise and/ or establishing r& lzccount, while the value of the money

laundered by such businesses each year may re&tksd¥eral dozen million.

In 2007, 55fuel cases were initiated; 23 notifications on suspi@dcommitting the crime as
defined in Article 299 of th&€riminal Codein relation to the activity of 94 entities were
submitted to the public prosecutor’s office. Thameated value of transactions in these cases
amounted to PLN 224.8M.

Fraud and obtaining loans under false pretences

Transactions executed as a result of the actiotiset@etriment of legal and natural persons
constitute yet another identified area of monewythring. The money was legalised using the
technique offinal accounts— transfers of funds with the purpose of their iadnate
withdrawal in cash — and by trading in securitieise phase oflepositingwas omitted. Due to
the transaction nature, e.g. obtaining loans ufalse pretences, it is difficult to distinguish
transactions constituting the predicate offencenftbe money laundering transactions, that is
funds legalization.

98 analytical proceedings concerning cases of feautlobtaining loans under false pretences
were initiated. 46 notifications on suspicion ofrowitting the crime of money laundering as

defined in Article 299 of th€riminal Codewere submitted to the public prosecutor’s office.

The notifications concerned 65 entities and traimsias whose value amounted to app. PLN
13M.

Unauthorised access to bank accounts

The so-calledphising attackswere another area of money laundering — as atre$un
unauthorised access to bank accounts, there wansférs made — without the owners’
knowledge — to the accounts of the hired entifléwe funds were then withdrawn in cash via
transfers (e.gWestern Uniojy and transferred to the persons committing thmer The
abovementioned transactions were made in small ats@o as to make it more difficult for
the account owners to find the decrease in theusmtcbalance and to hinder recording

suspicious transactions by the obligated institgtio
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15 analytical proceedings concerning cases of twased access to bank accounts were
initiated. 19 notifications on suspicion of commm¢t the crime of money laundering as

defined in Article 299 of th€riminal Codewere submitted to the public prosecutor’s office.
The notifications concerned 25 entities and traiisas whose value amounted to app. PLN
4.9M.

1.4. Methodology of money laundering

With regard to the manners of money laundering esk when conducting analytical
proceedings, it was found that the previously idiext methods, sometimes adjusted only to
the realities of the financial market and produdffered on this market as well as banking

services, were still in use.

For a certain time now, it can be observed thatctirainal groupdaundering moneyave
been increasingly using particular categories oéricial services. These services facilitate
committing the crime by ensuring:

— anonymity in the course of using,

— global scope (possibility of using the serviceoakr the world),

— 24h easy access to financial resources,

— possibility of transferring basic codes, passwatds to third parties,

— speedy transfer of financial resources.

Among the said services there are first and forémagment cards, internet banking and
electronic money transfer systems (Western UnioméfoTransfer and PayPal, among

others).

In the case of payment cards, a developed netwioAld bls enables withdrawal of very large
sums of money in cash, also abroad, simultanealislwing the person withdrawing cash to
remain anonymous in the situation when the caeshisusted with a third party.

Internet banking makes it possible to quickly opebank account without the necessity of
contacting bank employees in person. Global scdpheo Internet results in the access to
funds collected in the account from all over therld@nd the transactions may be executed
also in the places like internet cafes. Such tretitgas may be executed by third parties who

were given the required passwords by the accounenw

The WUMT system and other similar systems, enalakimg almost anonymous transfers of

financial resources all over the world. In orderetecute the transaction it is only necessary

12



to fill in a payment form and a respective withdahkorm by the recipient of the financial
resources. The system offers many additional sesyiénclusive of the notification of

recipient and “on password” remittance, among ather

PayPal is an American company offering money temservices via Internet and
intermediating in transactions on internet auctidriee money transfer system used by PayPal
allows every e-mail address holder to safely semtl receive financial resources using his
credit card or bank account. This system is onta@imost popular ways of making electronic
payments on internet auctions, and also becombeapanvay for sellers to accept credit cards

instead of using traditional transfers.

In order to counteract money laundering with the akthe abovementioned methods, apart
from applying legal tools provided for in tiet, General Inspector of Financial Information
transmits the knowledge on identified launderinghrods to obligated institutions and co-
operating units among others in the reissued adidted guide for obligated institutions and
co-operating units title@€ounteracting Money Laundering. A Guide for Obleghtnstitutions
and Co-operating Unitassued for the first time in 2003.

Moreover, in order to prevent development of monayndering methods, GIFI takes

preventive measures, attempting to prevent or limiitbducing into the market products and
services creating favourable conditions for anonyraf parties to the transaction and at the
same time belonging to high risk area.

1.5. Information exchange

General Inspector of Financial Information examinadl the request of the authorised
authorities, app. 4300 entities and transactioes@ed by them, inclusive of:

— 2000 entities at the request of national authaxitie

— 500 at the request of its foreign counterparts,

— 1800 entities at enquiries within the system of Mational Centre for Criminal

Information.

Motions to GIFI

On the basis of the motions received, 412 verificaproceedings concerning transactions of
1961 entities were initiated, i.e. by 106% morentkest year. Most motions (266), i.e. 64.6%

of the total number — were submitted by public poogors in relation to conducted
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preparatory proceedings. With regard thereto, fretiens of 1464 entities were examined.
Other motions were sent by:

- fiscal control offices — 59 motions,

- police — 25 motions,

- Internal Security Agency — 23 motions,

- Central Investigation Bureau — 13 motions,

- Polish Authority for Financial Supervision — 10 noois,

- fiscal offices — 10 motions,

- other public administration authorities — 6 motions

It should be emphasized that since 1Q2007 GIFIbdess co-operating with organisational
units of the public prosecutor’'s office with thelfhef the proposed and agreed with the
Organized Crime Bureau of the State Public ProsesuOffice “motions for providing
information under Article 32 of thAct'. It has significantly improved the co-operatiotitiw

the units using the abovementioned motions.

There were however (and there still are) the césametimes 50% of motions a month) of
sending motions in another form than the one agoeedloreover, some motions had defects
of form consisting in applying for data without prding justification and legal basis, signing
motions by persons unauthorised to receive infaonadr applying for information that is not
collected by GIFI and to which GIFI does not hawve &ccess.

GIFI also co-operated with fiscal control officestiwthe help of the agreed “motion for
information under Article 33 section 2 items 1 ahdf theAct’. It should also be noted that
from the time when the agreed template was adoptathst 100% of motions received from
fiscal control offices were prepared in the agréec, which greatly facilitated and speeded
up providing responses. Only one motion receiveadrahe 1Q2007 had formal and legal

defects.

Moreover within the developed agreement betweerMimester of Finance and the Head of
the Internal Security Agency, a draft of the “mati@r information under Article 33 sections
1 and 1a of théct’ was also agreed. This template however was sed by the Head of the

Internal Security Agency in motions addressed tBIGl
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Co-operation with the National Centre for Crimidaformation

GIFI intensively co-operates with the National Gerfor Criminal Information. Apart from
the criminal information transmitted (number of istations — 618), 1767 entities were
examined in the GIFI IT system (SI*GIIF). 103 amathgm were identified as those that

appeared in conducted analytical proceedings.

On the other hand, 2256 enquiries about entitiéste® to suspicious transactions were
submitted to the National Centre for Criminal Infa@tion online and 2240 enquiries
concerning entities related to suspicious transastwere submitted offline (i.e. via police

units).

2. ABOVE-THRESHOLD TRANSACTIONS

GIFI collects and processes information receivasmfrthe obligated institutions in the
dedicated system - SI*GIIF. The system has alreadgrded over 78,000 files with the data
on transactions executed in the Polish financiatesy. According to applicable principles,
transmitting information via the following four chaels is permissible: by transferring hard
copy of a transaction card (in 2007 GIFI receivpd.da 000 cards per month) or by using one
of three electronic channels — secure GIFI websitstronic mail or recording information

on a CD or floppy disk.

The distribution of the number of files acceptedIYGIIF by month and the distribution of
particular channels’ usage for sending data to 8F@n %) is illustrated in the following

charts.

Chart 2 — Number of files received by SI*GIFI in 2M7 by month
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Chart 3 — Distribution of the particular channels’ usage for sending data to SI*GIFI
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The total number of transactions received exce&#d. Among them, 19.2% constituted
incorrect transactions with errors making it impbkesto use them to further analysis.

Chart 4 — Number of incorrect transactions receivedn 2007 by month
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The transactions that correctly underwent the wadilich process were made available for
further analysis. The scale of the usage of IT andlytical systems in particular by the
analysts of the Financial Information Departmentiligstrated by Chart 5 and Chart 6
(available data concern the period between Jun®aondmber 2007).

Chart 5 — Number of simple enquiries about objectin the database in 2007 by month

Chart 6 — Number of database explorations in 2007ybmonth
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Between June and December 2007, the system semwexdb9,000 of analysts’ enquiries to
databases, of the typgmple enquiry on objects in the databasel over 156,000 of the type:
database exploration with regard to finding objettterlinked in a particular manner with

the use of the selected analytical model

3. COUNTERACTING THE FINANCING OF TERRORISM

Within the execution of tasks with regard to couatéing the financing of terrorism, 7
proceedings concerning transactions conducted lBniiiles were initiated. The proceedings
were initiated on the basis of the information frafligated institutions (5) and on own
initiative. Moreover, in relation to the actionkea in this area, 2960 electronic transactions
identified as suspicious were verifiedhs a result of the actions taken 14 items of

information in this regardvere sent to the Internal Security Agency

GIFI is also a member of the Interministerial Groigp Terrorist Threats, co-ordinating
actions with regard to counteracting terrorism. tAe same time, GIFI representative
participates in work of the Permanent Expert Gresfablished at the Interministerial Group
for Terrorist Threats in order to monitor terroriBteats, assess their level and nature and to

present proposals with regard to legal regulateoxdsdevelopment of proper procedures.

4. CONTROL ACTIONS

So as to improve the control process, new controlcgdure was implemented. The
amendments concerned: more detailed deadlinesafticylar control activities, ordering the

manner of keeping control files and implementingpéates of control documents.

Work on the risk map for the system of counteractmoney laundering and financing

terrorism made it possible to indicate the curgygtem status both in terms of sector and
geographical approach. The ratio of sent notiftoegi on suspicious transactions to the
number of reports on above-threshold transacti@iaT) was used at work. Brokerage

houses and Co-operative Savings and Credit Unicre wharacterised by the S/AT ratio

above average. On the other hand, 11 categoriebligfated institutions did not submit any

information on suspicious transactions in this qoeri

— antique shops,

— auction houses,
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- foundations,
— National Deposit for Securities,
— Poczta Polska,
- Legal advisers,
— Entrepreneurs conducting business activity in ible Df:
— games of chance,
— secured loans,
— commission sale,
— trade in noble metals and precious and semi-pre@tanes,

- real estate agency.

The ratio of only three categories of obligatediinons has improved: of brokerage houses,

insurance companies and bureaux de change.

At the same time the abovementioned ratio decremsdoe case of banks and investment

fund societies.

Results of the previous analyses were used at wamkthe Control plan for 2H2007and
Control plan for 1H2008.Further status analysis of the system of count@gatoney
laundering and financing terrorism is necessaryéwaw to take proper actions, inclusive of

control actions.

4.1. Controls carried out by GIFI

GIFI controllers conducted 47 controls. It was amcreéase by 27% (37 controls) in

comparison to 2006.

Following the analysis of control results from tlast three years, in 2007 the focus was
shifted to the execution of 3 basic control direcs:

— activation of operations of obligated instituticngl4.1% of control (units that are not
active with regard to transmitting information amrtsactions or whose activity is
minimal),

— intensification of operations of obligated instituis — 38.2% of control (units whose
activity with regard to transmitting information tnansactions is low),

— maintenance/ improvement of the quality of opersti@f obligated institutions —
17.7% of control (units whose activity is at a gamdeven high level with regard to

transmitting information on transactions).
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Particular units were selected for the control ngkinto account the abovementioned

directions and analytical and control GIFI informat control information of supervision

authorities and publications in media.

Out of all conducted controls, 33 were planned &hdvere conducted on immediate basis.

They were conducted in the following categorieslufgated institutions:

banks - 9,

brokerage houses — 8,

investment fund societies and funds managed by thém
insurance companies — 2,

legal advisers — 9,

notaries public — 2,

solicitors — 2,

tax advisers — 2,

real estate agencies — 5,

entrepreneurs whose business activity consistgimtiog secured loans (pawns) — 2.

The most important irregularities revealed inclutiesl following:

formal irregularities: the failure by the obligdt institutions to prepare for the
fulfilment of statutory obligations due to the fai to set or to adjust the internal
procedure to the provisions of tAet and/ or the lack of a person responsible for the
fulfilment of obligations imposed by thact (revealed in 78.7% of the controlled
institutions);

functional irregularities: insufficient implemextion of the provisions of théct,
mainly in respect of the obligation to register tin@nsactions, to identify entities
participating in the transaction, to identify trangons and notify about them and to
keep the register of transactions along with theudwents relating to the registered
transactions, as well as irregularities in keepihg registers of transactions and
transmitting information from these registers toFG(revealed in all controlled

institutions).

The findings of the controls carried out by GIFhtrollers were submitted to the supervising

authorities for further processing. 28 written ficéitions about the results of controls were

also submitted.
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4.2. Controls carried out by supervising authorities

GIFI received the information on the controls cocted by:
— National Bank of Poland — 1089 controls in buredeaxhange,
— General Inspector for Banking Supervision — 32 astat the banks,
— National Co-operative Savings and Credit Union — @mtrols in Co-operative
Savings and Credit Unions,
— Polish Financial Supervision Authority — 3 contrals brokerage houses and

investment fund society,

Heads of Courts of Appeal — 44 controls in offioésotaries public.
The results of the controls confirmed the existevfaeregularities similar to those discovered
by the GIFI controllers. In comparison with the \poeis years however, the knowledge of

statutory obligations of obligated institutions’ plmyees has improved.

Following the thorough analysis of the control fesua justified suspicion of committing the
crime grew, thus 5 notifications were submittedth@ public prosecutor's office. The
proceedings were initiated in one of the casesnmther one the public prosecutor’s offices
refused to initiate proceedings and in the remgininree cases the proceedings were

discontinued.

5. CO-OPERATION WITH THE OBLIGATED INSTITUTIONS AND
CO-OPERATING UNITS

For effective execution of regulatory tasks, Gliitematically aims at improving the quality
and effectiveness of co-operation with obligatestitations and co-operating units, which are
obliged under theéAct to collect and transfer information on transaci@pecified therein,

among others. Involvement of these entities in eten of tasks aiming at combating money
laundering and financing of terrorism is one of tdoaditions for effective fight against these

crimes.

In 2007 the co-operation was performed on manygdamclusive of conducting training
sessions, providing information on application @fdl provisions concerning counteracting
money laundering and financing of terrorism as wadl conducting electronic training

sessions — the so-called e-learning, among others.

Moreover, a guide for obligated institutions andogerating units issued by GIFI in 2005,
titted Counteracting Money Laundering - A Guide for Oblegh Institutions and Co-
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operating Unitswas further distributed amorapligated institutions and co-operating units,

participants of training sessions and societiediféérent professions.

5.1. Explanation on the application of legal provi®ns

As regards doubts concerning execution of regujadiigations reported by the obligated
institutions and co-operating units, as in previgears, written responses to questions were

provided.

GIIF received over 60 enquiries concerning prat@gglication of legal provisions. AlImost
half of them (44%) were transferred by the banksgr@at majority of enquiries (81%)
concerned application of provisions of thct Apart from the official exchange of
correspondence, exceptionally good working relaiovere maintained and some of the
explanations were provided by phone.

5.2. Training activity

GIFI responded to the demand reported by the dielijanstitutions, by participating in
training meetings organised by the institutionse Thain objective of the meetings was to
discuss and explain doubts concerning obligatidnkeoinstitutions under thact.

5.2.1. E-learning

Due to the fact that the obligated institutionsyveften reported a demand for training
sessions with regard to combating money laundeaimdyfinancing of terrorism and in order
to conduct effective training of employees of themstitutions in this field, the training in the
so-called traditional form should be replaced withelectronic training

(e-learning. That was the practice in the previous years.
In 2007 two-week e-learning training sessions viewmeched as of 1 August.

200 persons could participate in the course oneaafihbasis (160 employees of obligated
institutions and 40 employees of co-operating Yinwsthout the necessity of incurring costs
related to participation in traditional trainingmang others costs of business trip and
travelling expenses.
The syllabus of the course was based on the misteriepared by the employees of the
Financial Information Department and consisted Es$ons:

- Basic issues related to counteracting money lexing and terrorist financing

(preceded by the Introduction);
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Entities participating in counteracting money laeriag;

- Tasks of the obligated institutions;

- ldentification of suspicious transactions;

- “Know your client” programme in the entities cogd by theAct,
- Internal procedure in an obligated institution;

- Transfer of information to GIFI;

- Control of compliance with the provisions of thet,

- Criminal responsibility for the infringement adal provisions.

The course was prepared in accordance with metbggoand didactics principles and

concentrated mainly on the approach to solving lprab related to a selected area and
methods of task execution. It also contained itéra elements. The course finished with a
test and, after successfully passing the ¢estine the participant received the certificate

confirming the completion of the course.

2074 representatives of the obligated institutiamg 116 employees of the co-operating units

participated in the e-learning course.

In December last year, intensified actions werestakiming at making the said course

available for the institutions in 2008.

5.3. Conferences, seminars and symposia with thertiaipation of GIFI

The General Inspector of Financial Information grated in numerous seminars,
conferences, symposia and other initiatives coretubbth by public administration units and

entities from the private sector.

In the autumn, representatives of the Polish Fiiematelligence Unit participated in the VI
symposium held under the honourable patronage ef General Inspector of Financial
Information by the Polish Police Headquarters wtité participation of the Police School in
Pita and in the seminafTerrorism — counteracting, combating, eliminatingnsequences”,

held in the Higher Police School in Szczytno.

Moreover, the issues of counteracting money laungeand financing of terrorism were
presented by GIFI representatives at the forumrosgd by the “Prawo bankowe” monthly
[ang. Banking Layheld in September as a part of the cycle of samsifor legal advisers and
lawyers employed at banks and at the semiRaactical aspects of applying domestic and

EU provisions with regard to preventing the usafjéhe financial and banking system for the
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purpose of money laundering and financing of taemwi held in October by Bank Polskiej
Spoétdzielczéci S.A.

GIFlI was also invited to participate in the work tfe Coalition for Security and
Transparency of Tradél'he coalition established by the Polish Bank Agsmn forms a co-
operation platform for economic, self-governmewigstific and state administration circles

with regard to enhancing trade security, amongrsthe

6. INTERNATIONAL CO-OPERATION

6.1. Co-operation with the European Commission

The co-operation with the European Commission igiexh out primarily in two areas:
through the participation in the works of the Corted on the Prevention of Money
Laundering and Terrorist Financing (also called Brevention Committee) and through

participation in the meetings of the EU — FIU Riath (Financial Intelligence Unit).

Within the framework of the works of the Commit@e the Prevention of Money Laundering
and Terrorist Financing the representatives of Gdfelk part in meetings and workshops
devoted to:

- the issues related to the implementation ofRivective 2005/60/EC of the European
Parliament and of the Council of 26 October 2005th@ prevention of the use of the
financial system for the purpose of money laundgeand terrorist financingthe so-
called Il Directive) including the problems arigifirom differences in legal systems
of certain countries (the workshops Second Inforimahsposition Workshop),

— elaborating of the list of third countries deemedeguivalent to EU countries,

— the issue of the proliferation of the weapons oksndestruction and the problem of
the lack of guidelines for using sanctions, and

— the issue of working on a common position of the fBUmeetings of international
organisations dealing with the said issues.

The meetings of the EU-FIU Platform were devoteddaducting common projects of the
financial intelligence units of the EU Member Statthe presentation of the reports of the
working groups acting within the Platform and tleeaperation with Europol.
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6.2. MONEYVAL Committee

The works on the complex evaluation of the Poliglsteam for counteracting money
laundering and financing of terrorism carried outhe 3 Evaluation Round by the experts of
MONEYVAL, International Monetary Fund, Financial #an Task Force on Money
Laundering for counteracting money laundering aiith@ World Bank were continued.

In 2006 the evaluators prepared a report evaluatiag?olish system for counteracting
money laundering and financing of terrorism acaaogdo 49 Recommendations of FATF, EU
directives and relevant Conventions of the CouniciEurope and the UN, and the Polish side
prepared comments to the draft evaluation.

The final evaluation of the Polish system and tieeussion on the final report took
place during the plenary meeting of the MONEYVALMwoittee of the Council of Europe in
June 2007. The said report was published by théy#e end of December. Currently the
Polish version is being prepared which will thensmitted to all interested institutions in
order to prepare changes in the Polish system dointeracting money laundering and
financing of terrorism.

In addition, GIFI takes an active part in the works MONEYVAL i.e. through its
involvement in the activities of the Working Groop Typologies which is chaired by the

representative of the General Inspector of Findmcfarmation.

6.2. Co-operation with international organisations
6.2.1. Egmont Group

The Polish Financial Intelligence Unit took an wetipart in the activities aiming at
transformation of the EGMONT Group into a formateimational organisation, getting
involved in the works of the Implementation Comesti{Subgroup for the Secretariat and the
EG Charter). The representative of GIFI as the neerobthe so-called Representative Board
took part in the hearings of candidates for thet pdshe Secretary of the Egmont Group
Secretariat.

Finalising works on transforming the Egmont Grogmaentrating the FIUs from 105
countries into a formal international organizationk place during the 15 plenary meeting of
the Egmont Group which was held in Hamilton on Bedan Islands.

As of the 28th of May 2007 the organization formajl became a new international

organisation.

25



The Polish Financial Intelligence Unit by a coverdtter to the Secretariat of the Group

confirmed its membership in the organisation and aceptedthe Egmont Group Charter

Thanks to participation in the works of the Grotig Polish Financial Intelligence Unit has a
possibility of a closer cooperation with the unaund the world active in the field of

counteracting and combating financial crimes.
6.2.2. Financial Action Task Force on Money Laumag(FATF)

In 2007, the General Inspector of Financial Infotiorg in line with the previous decision of
the European Committee of the Council of Ministeik further actions aimed at the

acceptance of Poland in the FATF Group.

Still, due to the associate membership of FATF I@NEYVAL, a GIFI representative (as a
member of the MONEYVAL Bureau) had the opporturidyparticipate in works and sessions
of FATF, which enabled Poland to have access amticipate in the discussion and
development of the newest standards with regard¢ambating money laundering and

financing of terrorism practices.

Moreover, the Polish Financial Intelligence Unitsaavited to take part in the Private Sector
Consultative Forum established within FATF. Theuroris a part of the initiative aiming at
enhancing co-operation of public and private se@otities in order to combat money

laundering and financing of terrorism more effeelyv
6.2.3. Eurasian Group on combating money laundefitgG)

On the 18 December 2007 Poland was granted a status obteneer to the Eurasian Group
(EAG), i.e. a regional organisation operating ia fleld of combating money laundering and
financing of terrorism, in particular supportingdaavaluating member states with regard to

implementation of FATF Recommendations.
EAG is an observer to FATF and a FATF-style regidmaly (FSRB).

Participation in the Group indicates the interelsPoland in works within FATF and co-
operation in FSRB forum. Moreover, due to the pgétion in EAG works, Poland shall
establish or enhance relations with other memtemestof this organisation, that is mainly

with China, Belarus and Kazachstan.
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6.2.4. Strengthening of GIFI position in the region

On 15-16 November theRegional Seminar on Combating Money Laundering and
Counteracting Financing of Terroriswas held in Qbe near Warsaw. The seminar was
organised by the General Inspection of Financidbrination together with the U.S.

Department of Treasury under tAgreement on co-operation between the U.S. Depattme

of Treasury and the Ministry of Financggned in 2006.

Representatives from financial intelligence unitsnf 13 countries of Central and Eastern

Europe and American regional advisers participatd¢de seminar.

During the seminar, among others, the issues daflogy of transactions that may suggest
money laundering or financing of terrorism werecdssed and the cases of money laundering
by trading in scrap metal and fuels as well asglees of using IT techniques and risk-based
approach in analyses conducted by the financialligence units were presented. Moreover,
the meeting participants heard the speech of ttegdal representative on the execution of
IMLASS (Interpol Money Laundering Automated Sear8krvice) project, consisting in
creation of a new database that would enable gatheand comparing information
concerning money laundering and financing of tésror transmitted by financial intelligence
units and competent services of member statestefpiol for the purpose of exchange of

information concerning combating money laundering gerrorism financing practices.

6.3. Bilateral co-operation
6.3.1. Exchange of information with foreign finaaigntelligence units

From the moment Poland acceded to the EuropeannUtie exchange of information
between the EU financial intelligence units mayetglace on the basis of bilateral co-
operation agreements or on the basis ofGhancil Decision of 17 October 2000 concerning
arrangements for cooperation between financial liiggence units of the Member States in
respect of exchanging information — 2000/642/JHX) presentit is a formal basis for the
General Inspector for co-operation with 9 countnesh which Poland does not have
agreements, i.e. with Austria, Denmark, France,eGege Holland, Luxembourg, Malta,

Sweden and Hungary.

On the basis of the received motions of foreigriqyrdill verification proceedings concerning

transactions of 460 entities were initiated.
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The most active were the units from: Great Britgd8 motions), Ukraine (14 motions) and

Belgium (9 motions). Other units submitted 2 mosi@m average.

In comparison to 2006, the number of the motiocgike@d increased by 79%. Some of them,
due to the included information on suspicions offoeeign party, formed a basis for

conducting a thorough analysis of transactions @beecby indicated entities in Poland (3
cases). Only in two cases GIFI did not receive ennto transfer the information obtained to

law enforcement authorities.

175 enquiries about 308 entities connected witlpisimis transactions were addressed to

foreign units, i.e. by 10.8% more than last year.

The majority of motions were sent to the unitsUSA (18), Germany (16), Great Britain and
Russia (15 each) and Ukraine and Cyprus (11 each).

In the abovementioned co-operation secure maikteared via ESW (Egmont Secure WEB)
and FIU.NET was used, resigning as of October fo@uitional mail, which lowered costs of

international exchange service.

Moreover, it should be emphasized that in the chsmnquires addressed to foreign financial
intelligence units, the average response time wageks. Responses received from foreign
FIUs in urgent mode (in the case of notificatiomsswspicious transactions sent pursuant to
Article 16 section 1 of thAct) constitute an exception and the response tintkeisncase was

2-3 days at maximum.
6.3.2. Agreements on co-operation

Last year GIFI concluded only 2 co-operation agreeents on exchange of information
concerning combating practices of money laundeand financing of terrorism with the

Financial Intelligence Units of Albania and Montgnea

As a result, the number of financial intelligenggtsl with which GIFI on the basis of bilateral
agreements exchanges information connected to mlanegering or financing of terrorism

increased to 38.

6.4. Execution of the assistance agreement concluldeith the United States

At the beginning of the year execution of the cerapion project between the General
Inspector of Financial Information and the U.S. Brment of Treasury began: mission of the

American regional adviser started and arrangenmntiework programmaevere made.
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As a part of the programme, representatives ofrpotepresented guidelines of the pilot
project called IMLASS, executed by Interpol withetho-operation of financial intelligence
units. Considering the possibility of accessiorh® programme is one of the elements of the

co-operation programme with the U.S. Departmeriireasury.

Moreover, the following activities were implementasl a part of the project: workshops on
analytical proceedings for the officers of the PBeli Internal Security Agency, Central
Anticorruption Bureau and GIFI employees, a tranaourse on counteracting financing of
terrorism for the employees of the Department agRcial Information and the Police and an

advisory mission of IT specialist.

Also under the project with USA, tiieegional Seminar on Combating Money Laundering

and Financing of Terrorisrwas held in November.

7. LEGISLATIVE ACTIONS

7.1 Amendment to theAct

In relation to the necessity of implementing thevsions of theDirective 2005/60/EC of the
European Parliament and of the Council of 26 Octa®@05 on the prevention of the use of
the financial system for the purpose of money lating and terrorist financindo the Polish
law, in 2007 GIFI worked on thamendment bill of the Act of 16 November 2000 on
Counteracting Introduction into Financial Circulatn of Property Values Derived from
lllegal or Undisclosed Sources and on Counteractimg Financing of Terrorism and on the

amendment bill — Criminal Code.

During the course of legislative works some intéoral standards requiring implementation
were included in theAct — Provisions introducing the Act on the Natibrfascal

Administrationand theAct on the National Fiscal Administration

The prepared bill, following the agreement with thembers of the Council of Ministers and
social partners, was subsequently examined by thhepgan Committee of the Council of
Ministers and Permanent Committee of the Coundilmfisters.

At the end of the year it was however decided thatprevious version of the bill should be
withdrawn from further legislative actions. Thiscggon was justified by the necessity of
developing a coherent bill, first and foremost ierpenting to the Polish law the provisions of
the Directive 2005/60/EC of the European Parliament afidhe Council of 26 October 2005
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on the prevention of the use of the financial sysier the purpose of money laundering and
terrorist financing and theCommission Directive 2006/70/EC laying down impletng
measures for Directive 2005/60/EC as regards thiniien of politically exposed person
and the technical criteria for simplified custonuire diligence procedures and for exemption

on grounds of a financial activity conducted oncaxcasional or very limited basis

In respect of the above, GIFI started intensiveks@n the new version of the bill. The FATF
Recommendations will also be taken into accountnat@wing up the bill. Present works
also aim at introducing with the bill the provisgrthat would not raise interpretative

problems.

7.2. Other actions

GIFI actively participated in legislative processesicerning amendments to other legislative
acts, especially in the cases when the amendmentd influence the execution of fight

against money laundering and financing of terrorism

7.3. Other issues

On 2¢ July 2007, the Constitutional Tribunal heard thetion of theNational Council of
Legal Advisers in which the obligations on legaVviadrs under the provisions of tAet were

guestioned in the context of the legal advisemtlgivilege (file ref. no. K 41/05).

The Constitutional Tribunal confirmed that the psians imposing information and

registration obligations upon entities providingdéaid (legal advisers, attorneys and foreign
lawyers) are compliant with the Constitution witbgard to the cases when they do not
concern establishment of the client's legal sitwatior other activities related to court

proceedings.
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